ITALY  - Last  30  Days 
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Most  Volume 


US-99 7A3005:  4S.993.S70  R«wds 


Top  5 Techs 


ORTBOX  43.883,370  Records 


(TS//COMINT//XI)  Special  Collection  Senice  (SCS).  Covert  S1GINT 
collection  abroad  from  official  U.S.  Government  establishments,  typically  U.S. 
embassies  and  consulates.  Tire  NSA  partners  with  the  CIA  in  the  SCS 
const  md  in  which  NSA  employees  under  diplomatic  cover  conduct  S1GINT 
collection.  Special  Collection  Sites  provide  considerable  perishable 
intelligence  on  leadership  communications  laigely  facilitated  by  site  presence 
within  a national  capital.  Depicted  aie  thecuneni  SCS  sites,  effective  1 
January  2002. 

O Approximately  65  sites  - in  1988  had  88  sites,  our  peak. 

O SCS  has  alwavs  opened  and  dosed  sites  based  on  productivirv.  even  prior 
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Technical  Support 
PSA  - Bangkok 
RESC  - Dough  ton.  UK 


Brasilia 

Budapest 


Managua 


San  Josa 
Sarajevo 
Shanghai 
Soil  a 


u ili  si 

Frank fU"  Maxi co  City  Tegucigalpa 

Geneva  Monrovia  Tirana 

Guadataiaia*  Vlanna* 

Guatemala  City  Zagreb 

Ha/ ana 

TOP  SECRET7/COMINT//REL  TO  USA,  AUS,  CAN,  GBR  «il 
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CLOSE  ACCESS  SIGADS 


Clou  A oca*  SIGADt 


All  CloM  Access  dame-flic  collection  usci  the  US-3 1 3d  SIGAD  with  i ufiiquc  ivt^leikf 
tufTii  foe  each  target  location  and  mission  Close  Access  oversea*  OENIF  collection  Has 
been  assigned  ihe  US-3137  SIGAD  with  a twi>  tetter  mflii. 


|Note:  Targets  muted  with  an  * have  enher  been  dropped  or  arc  slated  to 
be  dropped  in  the  nee  fuiiac  Please  check  with  TaORTDROS 
1 - 1 3711s  1 regarding  authorises  status.) 


SIGAD 

Suffix 

US-3131 

Target  Country 

liHMiM 
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| REDACTED] 

SU 

MV  * 

MrEc* 

Wwh.  DC 
Wufi.DC 

RRUNEAU 

HEMLOCK 

IJFESAVER 

HIGHLANDS 

PD 

Close  Aooeu 

New  Yort 

COOP 

us.]  1311 

-STARRURY  ( ] 

(leneraJ  Term  De  sen  pi  ion  a 


HIGHLANDS:  Col  lection  from  Infants 

VAGRANT  Collection  of  Computer  Screens 
MAGNETIC:  Sensor  Collection  of  Magnetic  Fenanabom 

MINERALIZE:  Collection  from  LAN  Implant 

OCEAN:  Ophcal  Collection  S)ikin  for  Ranter- Baud  Compute  Scram 

IJFESAVER  Imaging  of  ihe  Hard  Drive 

GENIE  M u hi -*ugc  operation,  j imp  in  g ihe  Itfggp  etc. 

RLACKIIEART  Cellecttoo  from  an  FRI  Implant 

PRX  Public  Branch  Exchange  Switch 

CRYPTO  ENABLED  Collection  derived  from  AOs  efforts  m enable  crypto 
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DROPMIRE 

CUSTOMS 

DROPMIRE 

implmied] 

DFWSWFEPFR 


RADON 


jnaive  collection  dfemanaims  using  mi  antenna 

Customs  oppoftomiics  (not  LJ  FES  AVER) 

lata  printer  codec  boa,  purely  proximal  scceu  (4lNOTM 

USB  (Universal  Serial  Bus)  hardware  host  lap  that  provides 
COVERT  link  over  USB  link  into  a target  arliitvL 
Opmien  w/RF  relay  subsystem  lo  provide  wireku 
Rra%e  into  target  network . 

Ri -directional  hoit  tap  that  tan  inject  Ethernet  packets  onto  the 
umc  target.  Allow*  bi-dmclksnal  exploitation  of 
Denied  networks  us  tog  standard  on-net  tools. 
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